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I. Cybersecurity Overview

People

Process Technology

Confidentiality

Availability Integrity



II. Why Your Identity is Important?

• Because people can steal your identity

• Use your identity as a tool to trick your peers

• Use your identity to perform malicious actions 

through online. E.g., commit online crime. 

• Identity theft can have severe and long-lasting 

consequences for individuals, including financial 

losses, damage credit score, and even face with legal 

issues.



III. How Your Identity Can Be Stolen?

Malicious Software
A malicious software that 
contain with backdoor.

Data Breach
A breach of your service 
provider database.

Vishing
Calling to random 
target.

Phishing
Sending 
emails/messages to 
random target.



IV. Actual Case Study and the Impact

https://www.abc.net.au/news/2023-08-09/melbourne-identity-theft-victims-lose-money-fraudsters/102701944

https://www.bbc.com/news/business-48995846

https://www.phnompenhpost.com/national/probe-launched-fake-id-cards

https://www.abc.net.au/news/2023-08-09/melbourne-identity-theft-victims-lose-money-fraudsters/102701944
https://www.bbc.com/news/business-48995846
https://www.phnompenhpost.com/national/probe-launched-fake-id-cards


V. How to Minimize and Respond?

Report

If you noticed such 

scam, report immediately 

to local authority.

Trust, but Verify

Double check through 

other channel before 

response.

Enable 2 Factor 

Authentication

Use two factor 

authentication as a 

second layer to protect 

your account.

Use Strong 

Password

Use password that 

contain with special 

character, number, and 

capital letter.

Raise Awareness to 

Your Peers

Disseminating the 

information to your family 

and friends to protect them 

from cyber attacks.

Only Use Software 

from Trusted Source

Use software from trusted 

source to avoid any 

backdoors.



Disclaimer

Information or content in this presentation is for educational purpose only.

The authors are not responsible for any misuse or illegal activities made by the reader.



VI. Demonstration Scenario

Selected Scenario (Voice Deface):

➢ Pretended to be my colleague and use his voice to perform malicious action.

Tool used for demonstration:

➢ Gradio



Key Takeaway

Use strong 

password 

protection

Be aware of 

the risks of 

online sharing

Understand 

the important 

of your 

identity

Trust, but 

verify

Raise 

awareness to 

your peers

Report if you 

noticed such scam. 

(Anti-cybercrime, 

CamCERT) 



Resources

▪ Gradio: https://www.gradio.app/

▪ Phishing Video: https://youtu.be/R12_y2BhKbE

▪ Vishing Video: https://youtu.be/BEHl2lAuWCk

▪ Cambodia Computer Emergency Response Team (CamCERT) : https://www.camcert.gov.kh/en/

▪ Technology Risk Management Guideline (TRMG) by National Bank of Cambodia: 

https://www.nbc.gov.kh/download_files/publication/itguideline_eng/NBC-Risk-Management-

Guidelines-July%202019.pdf

▪ Identity Theft Statistics 2023 (Preliminary): https://identitytheft.org/statistics/

Reference links for documentations and tools:

https://www.gradio.app/
https://youtu.be/R12_y2BhKbE
https://youtu.be/BEHl2lAuWCk
https://www.camcert.gov.kh/en/
https://www.nbc.gov.kh/download_files/publication/itguideline_eng/NBC-Risk-Management-Guidelines-July%202019.pdf
https://identitytheft.org/statistics/


Questions and Answers



Thank you!


