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Key points :

- Ensure the security of passwords and Sharing the Best Practices for strong 
passwords

- Unmasking WiFi Wonders!

The Digital era
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Understanding password vulnerabilities 

● Learn about the common tactics used by cybercriminals to steal 
passwords through phishing attacks, enabling them to stay vigilant and 
avoid falling victim.

● Phishing Attempts
● Cracking Passwords
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Recognizing Phishing Attempts

- Common tactics of Phishing Attempts 
- Preventions
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Common Phishing Tactics

Discuss the various tactics used in phishing attacks:

Email Spoofing: Cybercriminals send emails that appear to be from 
legitimate sources.

Fake Websites: They create fake websites that mimic trusted ones to steal 
login credentials.

Social Engineering: Manipulating individuals into revealing sensitive 
information.
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Email Spoofing
Attackers forge the sender's email address to make it look genuine.

Provide an example of a spoofed email.

Source

Source
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https://www.crowdstrike.com/cybersecurity-101/spoofing-attacks/email-spoofing/
https://securelist.com/email-spoofing-types/102703/


Fake Websites
Cybercriminals set up websites that imitate popular platforms.

Explain how users are tricked into entering their credentials on thes..

Source 8

https://us.norton.com/blog/malware/website-spoofing?fbclid=IwAR36pc9jDZpAMx1gJ5-Xm49UGoXgaEyNkSlAMtPAn-FvH_zAo48kbvYZq3U


Source
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https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/influential-facebook-brand-pages-stolen-via-credential-phishing


Social Engineering
Attackers manipulate emotions or create a sense of urgency.

Examples, such as impersonating a trusted colleague or posing as a bank 
representative.
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Polls on Phishing

Discussion in Slido

Slido.com | #3122375

11

Live poll

https://app.sli.do/event/xvXujG7aAoDSfkNQMwVNkr/embed/polls/bc451d9a-c19b-4916-bc44-718b4de4d2e8


Recognizing Phishing Attempts 

Look for suspicious sender email addresses.

Carefully examine website URLs for misspellings or inconsistencies.

Be cautious of unsolicited emails requesting sensitive information.

Enable email filtering and spam detection.

Hover over links in emails to preview the URL before clicking.

Verify the authenticity of requests for sensitive information.

Prevention Against Phishing
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How Hackers Crack Passwords

- The hackers employ various techniques to crack passwords, and 
understanding these techniques can help users safeguard their accounts.

- Preventions
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Dictionary Attacks
The hackers use a list of common words and phrases to guess passwords.

Source
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https://us.norton.com/


Brute Force Attacks
Hackers systematically try every possible combination of characters.

Source 15

https://us.norton.com/


Source
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https://us.norton.com/


Rainbow Tables
The tables of hash values for common passwords.

Mention that hackers can quickly look up hashed passwords in these tables to 
find corresponding plaintext passwords.

Source
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https://cybr.com/certifications-archives/hash-tables-rainbow-table-attacks-and-salts/


Credential Stuffing

Explain that hackers use stolen username and password combinations from one 
website to try to gain access to other accounts.

Emphasize the importance of not reusing passwords across multiple sites.
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Password Cracking Tools

Explain that some tools automate password cracking techniques.

Highlight that hackers can easily access and use these tools.
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Password Cracking Times

The weak passwords can be cracked quickly, while strong passwords may take 
years or centuries.
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Polls on Password Cracking

Discussion in Slido

Slido.com | #3122375
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Live Poll

https://app.sli.do/event/xvXujG7aAoDSfkNQMwVNkr/embed/polls/0490b261-215c-449a-a0d8-2fa307e6e16b


Protecting Against Password Cracking
● Use strong, unique passwords.
● Enable two-factor authentication (2FA).
● Monitor accounts for suspicious activity.
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Crafting Strong and Unique Passwords

● Provide simple guidelines for creating unique passwords for various 
accounts.
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Implementing Two-Factor 
Authentication (2FA)

● Learn more about the added layer of 
security provided by 2FA and how to 
enable it for their accounts.
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Managing Passwords Effectively

● Know the best practice to store the password such as introducing 
password management tools and techniques to help participants organize 
and secure their passwords across multiple platforms.
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Monitor accounts for suspicious activity.

● Login Sessions
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Guest Speaker : Sharing Experience of Password 
Security at Workplace
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THE IMPORTANCE OF PASSWORD SECURITY IN 
WORKPLACE

Employees failure to comply with its best-practice corporate password policy 
can lead to many major issues for companies, including:

● Failure to comply with internal policies and data breaches; 
● Loss of sensitive information such as company confidential information 

(business plan/strategy, capital or profit, financial transactions, financial 
personal information of employees, etc.);

● Loss of money; 
● Account takeovers (Impersonate Company’s account); 
● Reputational damage (Post something);
● Exposure to destructive malware (Install malicious applications).
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PASSWORD POLICY BEST PRACTICES TO IMPLEMENT 
IN WORKPLACE

● Requiring a minimum password length -  to insist on complex or long passwords (or 
both complex and long); 

● Don’t allow employees to reuse passwords;
● Passwords must meet complexity requirements (for example, including capitals, 

numbers, and symbol.) 
● Encourage employees to use unique passwords (for example, not using common 

passwords - phone number, birthday dates, or names); 
● Implement a strong data management strategy, and store data in a centralized 

location;
● Passwords should be changed - but not too often;  
● Have continuous education and awareness; 
● Forbid password sharing; 
● Two-factor authentication.
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What Happens When You Are Connected to WiFi?
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Contents

1. Introduction of public Wi-Fi
2. Risk of public Wi-Fi
3. How to safe use public Wi-Fi
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Risk of public Wi-Fi
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To be safe on  public Wi-Fi

● Use a VPN
● Stick to “HTTPS” websites
● Utilize browser extensions 
● Adjust your connection setting
● Turn off file sharing
● Keep your operating system up to date
● forget network after use 
● Use antivirus software
● verify network name



Thank you. Please feel free to ask any questions. 😄
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