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What is “.asia”?
www.domain.comcomasia



Every .Asia Domain Contributes 

to Internet Development in Asia



Youth engagement program on Internet Governance & Digital Inclusion. Ambassadors 

selected from Universities are trained on global Internet issues and tasked with implementing their 

own projects. Alumni projects have touched Primary & Secondary School Students and Beyond.
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TYPES OF ATTACK (EXAMPLES)

◆ Compromised login and 
password

◆ Service provider being hacked

◆ Intercepted email and sms
confirmations 

◆ Phishing website / email / 
message

◆ Unknown software & Malware

◆ Data in transit

◆ Information requests by 
authorities

◆ Privacy compromised

◆ Surveillance

◆ Trailing

◆ Eavesdropping

◆ Breaking into device

◆ Brute force password break in



No system is 100% secure

Human factors (leakage by and compromise of personnel)

No single solution

Increase the cost of attack

Understand risk profile

Prioritization

Cost-benefit considerations (Cost of attack)

Emphasis on resilience

Ability to return system to service after compromise/attack

Distribute risk

CYBERSECURITY APPROACH & ATTITUDE
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You are safe in my heart and 

My heart will go on and on 
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Privately Owned Public Spaces (POPS)











PERSONAL



DEBUNKING SECURITY BY OBSCURITY

False sense of security





Crack in higher layer 

Technical

Content

Legal  / Jurisdictional

Social / Cultural / Economics



Cyber Abuses

DNS Abuse

Abuses
appropriate for 
mitigation by Top 
Level Domain 
(TLD) Registries

Not DNS Abuses that 
TLD registries do 
have policies and 
processes to mitigate 
against (e.g. UDRP & 
Rights Protection, 
CSAM, etc.)

DNS Abuses that 
TLD registries are 
to mitigate 
against (Phishing, 
malware, etc.)



DNS Abuse “Ecosystem”
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Global Public Interest



Multistakeholder Model



Trust







Cybersecurity Likes Collaboration
Multistakeholder approach is critical

Cybersecurity is Built on Openness
Open Source, Open Standards & End-to-end Encryption

Cybersecurity is For Everyone 
Understanding Risk Profile & Increasing Cost of Attack

The future
depends on
what you
do today.
MAHATMA GANDHI

The Internet lives
where anyone can
access it.
VINT CERF
Father of
the Internet



Thank You
edmon@dot.asia


