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Every-Asia Domain Contributes
to Internet Development in Asia



NETMIiSSiOMN.asia

Youth engagement program on Internet Governance & Digital Inclusion. Ambassadors

selected from Universities are trained on global Internetissues and tasked with implementing their

owngerojects. Alumni projects have touched Primary & Secondary School Students and Beyond.
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TYPES OF ATTACK

Remote/Offsite Attacks Physical/Onsite Attack
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TYPES OF ATTACK

Remote/Offsite Attacks Physical/Onsite Attack

Internet Service
Provider

Social Media

Target person
Device
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TYPES OF ATTACK (EXAMPLES)

Remote/Offsite Attacks

Cloud Device

Compromised login and € Phishing website / email /
password message
Service provider being hacked

€ Unknown software & Malware
Intercepted email and sms

confirmations

Internet Service Provider
€ Datain transit

& Information requests by Social Media
authorities

€ Privacy compromised

Internet Societ
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Physical/Onsite Attack

Target person

€ Surveillance
€ Trailing

€ Eavesdropping

Device
€ Breaking into device

€ Brute force password break in




CYBERSECURITY APPROACH & ATTITUDE

® No system is 100% secure

® Human factors (leakage by and compromise of personnel)
® No single solution

® |ncrease the cost of attack
® Understand risk profile
® prioritization

® Cost-benefit considerations (Cost of attack)

¢ Emphasis on resilience

¢ Ability to return system to service after compromise/attack

° Distribute risk




BRUTE FORCE
CRACKING OF
PASSWORD

Meta \

Internet Society
Hong Kong Chapter

At least one At least one
Lowercase At least one uppercase letter uppercase letter
letters only uppercase letter +number +number+symbol
1 . .
p) -
3
w 4
g 5
o
o 6
= 1T min 6 min
; 8 1 hrs 8 hrs
£ 9 2 min 19 hrs 3 days 3 wks
Z10 1 hrs 1 mths 7 mths 5yrs
11 1 day 5yrs 41 yrs 400 yrs
12 3 wks 300 yrs 2,000 yrs 34,000 yrs

Source: Security.org
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PASSWORD TIPS

You are safe in my heart and

_My_heartlvill goon a_nd on
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Privately Owned Public Spaces (POPS)
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DEBUNKING SECURITY BY OBSCURITY

False sense of security
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Not DNS Abuses that
TLD registries do
have policies and
~processes to mitigate
against (e.g. UDRP &
~ Rights:Protection,

Cyber Abuses

* CSAM, etc.)
DNS Abuse "
' Abu's'é"s
DNS Abuses thz f
TLD registries are \ pr iate for
to mitigate ation by Top
Le eI Domain

against (Phishing, | -
malware, etc.) ’ (TLD) Registries



DNS Abuse “Ecosystem”
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Asian #Collab

™ c .asia

Kenny Huang NP Edmon Chung Jia-Rong Low

Managing Director and CEO, TWNIC CEO, DotAsia Organisation ¥y Staranovier Saghgement

and Managing Director - Asia Pacific, ICANN
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icies Marketing News & Blog Contact WHOIS

Help keep .KiDS safe Submit Abuse Report




THE FOLLOWING PREVIEW HAS BEEN APPROVED FOR

RESTRICTED AUDIENCES ONLY
BY THE MOTION PICTURE ASSOCIATION OF AMERICA, INC.

THE FILM ADVERTISED HAS BEEN RATED
E RESTRICTED &>

UNDER 17 REQUIRES ACCOMPANYING PARENT OR ADULT GUARDIAN

PERVASIVE VIOLENCE, DRINKING, LANGUAGE,
BLOOD AND GORE, SOME THEMATIC ELEMENTS,
STYLIZED ACTION SEQUENCES AND A SCENE OF RAPE

www.filmratings.com WWW.Mpaa.org




The future The Internet lives

depends on where anyone can
what you accessiit.
do today. VINT CERF

Father of

MAHATMA GANDHI the Internet

Cybersecurity Likes Collaboration
- Multistakeholder approach is critical

,—
Cybersecurity is Built on Openness

Open Source, Open Standards & End-to-end Encryption

Cybersecurity is For Everyone
Understanding Risk Profile & Increasing Cost of Attack

Wwwweasia X Ml .



Thank You

edmon@dot.asia
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